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Byzantine Broadcast



Broadcast Protocols

e o ot

 Fort<n/3[PSL80,BGP92]
 Fort<n(assuming setup) [DS83, PW96]



Broadcasting L Bits Efficiently

L 9 of

* Seminal protocols communicate Q(Ln?)
* Optimal O(Ln)
e Solution — special-purpose multi-valued protocols:
— Optimal fort < n/3 [LV11,Pat11]
— Optimal for t < n/2 [FHO6]
[Optimal for t < n [This work] J




Overview of Our Protocol

1. Split message into many blocks:

\ I

g bI(Y)cks

2. Introduce optimistic block broadcast:

GOCV w‘case

Optimal costs Optimal costs + Overhead

3. Broadcast message block by block optimistically s.t. bad
cases are limited.

4. Fine-tune q to make bad case costs small.



Optimistic Broadcast of Block b

1. Assume we can broadcast few bits
& v o
2. The sender broadcasts h(b)
b’ YES
. :: NO
3. Iteratively propagate b

%Good % Good % Bad Bad Good %



Computing Costs

1. One iteration of block’s b propagation costs = |p| =

S

2. Broadcasting the it" block optimistically:
Good case [0 iterations are bfV W case [d, iterations are bad]

n - [b] (n+d;) - |b

L
q

3. Broadcasting block by block (q blocks):
q q q
S () =3 ne b+ Do de bl < I

1=1

4. Fine-tuning q: Setting g to n achieves O(Ln).



Review of the Protocol

. Split L-bit message in q blocks.
. Optimistic block broadcast: good and bad cases.

. Broadcast message block by block s.t. bad cases are
limited.

. Fine-tune g s.t. bad costs are small.




Universal Hashing

* Traditional hashing
—Q)

hashes

messages

* g-Universal hashing family h,,

Fact: we know how
-a @bs to construct “good”
h universal hashing
h; 2
—> —>

families
Security: For any fixed m,,m, fraction of, ! )\



IT Optimistic Broadcast of Block b

With crypto hash: %—}%—}%-}%q%-}%

Invarlant green have the same value. }

/1. Choose a non-conflicting edge (3-4).
2. The candidate (3) receives b’ from the green (4)
3. The candidate generates random key r and
broadcasts r, y;=h (b’).
4. Each of the green (1,4) broadcasts y=h (b).
A g (1,4) y;=h,(b) J

GOO‘V W‘case

1. Everyone has the same value (y,=y,=Y3). 1. Extract a conflict.
2. Add the candidate to green. 2. Restart.




Extracting the Conflict

The candidate
broadcasts r,y=h (b’)

Lemma 1: All players form a “learning” tree with the sender in its root.

a n

Lemma 2: If >0 players have “+” and >0 players have “—”, there is a (+,-) edge.



An Example of IT block Propagation

%‘%‘ % ‘ [Extract conflict and restart J

[ Extract conflict and restart J

No more |terat|ons




Computing Costs (IT Case)

1. One iteration of block’s b propagation costs = |p| = L

S |

2. Broadcasting the it" block optimistically:
Good case [0 iterations are bfV W case [d, iterations are bad]

n - |b] (n gﬁg - [0]
3. Broadcasting block by block (q blocks

Z || = Zn \b[+Zd |b]<Ln+§£“§L

1=1

4. Fine-tuning q: Setting q to ?ﬁ%%chieves O(Ln).



Comparing Costs

* Crypto case

Q(Ln?+ n3k) |[DS83]

O(Ln + n°k) | Our Crypto construction

 |T case

Q(Ln?+ n®k) | [PW96]

O(Ln + n'%) | Our IT construction




Conclusions

* The first communication-optimal multi-valued
broadcast for t < n.
* Future research:

— better concrete efficiency
— tolerating mobile adversary



